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Intro 

ÅMy job 

ÅThe “educate the public about cyber threats” 
part of my job 

ÅMy childhood 

ÅMy kids 

Å“I come to you as a father” 

ï(who happens to be a leading authority on 
cybercrime) 
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Cyberbullying Agenda 

ÅWhat is cyberbullying? 

ÅWhat enables cyberbullying? 

ÅWhy do cyberbullies do what they do? 

ÅWhat are the typical objections to addressing 
cyberbullying (by parents, kids, educators)? 

ÅWhat actions can we take? 

ÅWhat resources are available? 

3 
Cyberbullying 

© The University of Alabama at Birmingham, 2012 



Cyberbullying 

ÅWhen a child, preteen, or teen is tormented, 
harassed, humiliated, embarrassed, or 
otherwise targeted by another child, preteen, 
or teen using the Internet, interactive and 
digital technologies, or mobile phones. 

Å“Bullying” requires “minor on minor” 
harassment.  “Adult on minor” takes more 
serious terms. 

http://www.stopcyberbullying.org/what_is_cyberbullying_exactly.html 
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StopCyberbullying.org 
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Parry Aftab 

ÅI met Parry Aftab in Dallas at the eCrime Researchers 
Summit.   

ÅParry helped with the United Nation’s Cyberhate 
Conference and created the StopCyberbullying 
Coalition which includes Facebook, AOL, Disney, Girl 
Scouts and many others. 

ÅHer WiredSafety and TeenAngels websites are student-
led cyber safety programs. 

 

Åпу ƘƻǳǊǎ ƭŀǘŜǊΣ L ǿƻǳƭŘ ōŜ ƛƴ Ƴȅ ŘŀǳƎƘǘŜǊΩǎ ǎŎƘƻƻƭ 
meeting with the counselor and resource officer 
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Bullies in The Cyber Generation 

ÅWhen I was a boy .  .  .  

  -- you could GET AWAY from the bully! 

 -- at the very least you could go home and 
close the door! 

ÅNow the bully is on your cell phone, he’s on 
your computer, he’s on your Facebook, your 
email, your MySpace 
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The Cyber Generation 

ÅThe average teen (according to today’s “The 
Telegraph”) spends 31 hours per week online, 
with an average of 3 hours working on 
homework and an average of 1 hour 40 
minutes looking at porn.  (Source: 
cybersentinel.co.uk via The Telegraph) 

Å1 in 4 “regularly” chats with strangers online. 
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The Cyber Generation 

ÅDr. Tanya Byron report on child safety 
Å‘Research is beginning to reveal that people act 

differently on the internet and can alter their moral 
code, in part because of the lack of gate-keepers and 
the absence in some cases of the visual cues from 
others that we all use to moderate our interactions 
with each other. This is potentially more complex for 
children and young people who are still trying to 
establish the social rules of the offline world and lack 
the critical evaluation skills to either be able to 
interpret incoming information or make appropriate 
judgements about how to behave online.’ 
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What is “Typical”? 

ÅDr. Elizabeth Englander, Director of the 
Massachusetts Agression Reduction Center 
(www.MARCCenter.org)  

ÅSurvey of 213 college freshman about high school 
cyber victimization (Sep 2009 – Mar 2010) 

ÅAll of the charts on the next several pages come 
from her excellent report: 

Åhttp://webhost.bridgew.edu/marc/Girls and 
Cyberbullying A Report.pdf 
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What is “Typical”? 

ÅMESSAGING 
ïIM, Text, Threats, Rumors, Gossip, False Stories, Lies, 

Stalking, Humiliation, Demeaning Photos 

ÅONLINE 
ïFacebook, Fake Profiles, Cruel comments, revealing 

secrets, lies, false stories, spreading rumors, stalking, 
revealing information 

ÅPHOTOS 
ïSexting, Coercion, Distribution 

ÅONLINE GAMING 
ïThreats, Stalking, Bullying, Harassment 
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What is “Typical”? 
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What is “Typical”? 
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What is “Typical”? 
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What is “Typical”? 
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What is “Typical”? 
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What is “Typical”? 
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Victims also Victimize 
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Victims also Victimize 
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25% of male AND female victims  
victimized others 
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25% of male AND female victims  
victimized others 
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Motivations 
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Goal? 

Å44% of girls and 69% of boys victimize others 
online because they think it’s cool? 

ÅThat’s an underlying belief system that needs 
to be addressed. 

Å41% of girls and 23% of boys victimize others 
because they are ANGRY?   

ÅThat’s also a deficit that needs to be 
addressed. 
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Not cool: Ryan Halligan 
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Committed suicide October 7, 2003 at 
age 13 after online bullying.  Featured 
in the PBS story “Growing Up Online” 
 
Parents tell the story here: 
 
http://www.ryanpatrickhalligan.org/ 
 
 
 

http://www.ryanpatrickhalligan.org/


Not Funny: Phoebe Prince 
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Hanged herself January 14, 2010 
at age 15 after three months of 
being tormented in person, by 
text message, and by Facebook. 
 
Primarily by “mean girls” who 
started the campaign after 
Phoebe dated one of their 
boyfriends. 



Not cool: Megan Meier 
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Committed suicide on October 12, 2006 after being 
harrassed on MySpace by a schoolmate’s mother, Lori 
Drew. 
 
The mother had created an imaginary love interest for 
Megan, Josh Evans.  Both the mother, the daughter,  
and an employee of the mother (Ashley Grill) used the 
account to send cruel messages to Megan. 
 
The mother had created the account to try to prove 
Megan was trash-talking her daughter Sarah. 
 
Lori was convicted of three misdemeanor charges. 

 
 



Not Funny: Tyler Clementi 
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Committed suicide September 22, 2010 by jumping off the 
George Washington Bridge. 
 
Tyler’s roommate, Dharun Ravi,  and hallmate Molly Wei 
streamed a video on the internet of Tyler having sex with a 
man in his dorm room. 
 
Ravi was charged with 15 counts including bias 
intimidation, invasion of privacy, witness tampering, and 
evidence tampering on April 20, 2011. 
 
Wei will testify against Ravi and accepted a plea deal 
involving counseling and community service. 
 



Cyberbullying.us 
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Sexual Orientation is a big 
determiner in who is victimized 
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Is this a job for schools? 

 

Creating a “conducive learning environment” is 
a phrase we often hear in education settings. 

 

Let me tell you about my daughter. 
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What does the public think? 
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http://responsibility-project.libertymutual.com/infographics/rp-survey-cyberbullying-and-social-media 



More kids going online 
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http://responsibility-project.libertymutual.com/infographics/rp-survey-cyberbullying-and-social-media 



Anonymity 
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Challenging Anonymity 

ÅEducation ABOUT TECHNOLOGY can help 
challenge anonymity. 

ÅEvery time you use your computer, your IP 
address is recorded on the other end. 

ÅIt takes a minute or less for Facebook to identify 
the “true user” of a profile. 

ÅYour “device fingerprint” uniquely identifies your 
computer even when you change your IP.  It’s 
very easy for Facebook to ask “Who is the normal 
user of this computer”  
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Facebook.com/safety 
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Facebook’s security team is EXTREMELY 
RESPONSIVE to parents, educators, and 
law enforcement. 
 
We work with them literally on a daily 
basis in my lab at UAB on many cyber 
security issues. 
 
But you don’t need a special relationship.  
The “REPORT ABUSE” button works very 
well 



Encourage our kids to talk 
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But then DO SOMETHING 
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Student Harassment  
Prevention Act 

ÅLƴ !ƭŀōŀƳŀΣ ǿŜ ǇŀǎǎŜŘ ƛƴ нллф ǘƘŜ ά{ǘǳŘŜƴǘ IŀǊŀǎǎƳŜƴǘ 
tǊŜǾŜƴǘƛƻƴ !Ŏǘέ ǘƘŀǘ ǘǊƛŜǎ ǾŜǊȅ ƘŀǊŘ ŀƴŘ Ƙŀǎ ǎƻƳŜ ŀŘƳƛǊŀōƭŜ 
points, but falls short. 

Å http://law.onecle.com/alabama/education/16-28B-1.html 
Å Section 16-28B-3 - Definitions. 
Å (2) HARASSMENT. A continuous pattern of intentional behavior that 

takes place on school property, on a school bus, or at a school-
sponsored function including, but not limited to, written, 
electronic, verbal, or physical acts that are reasonably perceived as 
being motivated by any characteristic of a student, or by the 
association of a student with an individual who has a particular 
characteristic, if the characteristic falls into one of the categories of 
personal characteristics contained in the model policy adopted by 
the department or by a local board.  
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“personal characteristics”  
misses the big one: Sexual Orientation 
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(13) A procedure for the development of a 
nonexhaustive list of the specific personal 
characteristics of a student which may often lead 
to harassment. Based upon experience, a local 
board of education may add, but not remove, 
characteristics from the list. The additional 
characteristics or perceived characteristics that 
cause harassment shall be identified by the local 
board on a case-by-case basis and added to the 
local board policy. The list shall be included in the 
code of conduct policy of each local board. 



Statistics are required 

Data is ALWAYS good . . . 
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https://docs.alsde.edu/documents/70/Harassment Prevention Act Data 2011.pdf 



Criminal law 

Å Section 13A-11-8 Harassment or harassing communications.  
Å (a)(1) HARASSMENT. A person commits the crime of harassment if, with intent to harass, annoy, or alarm another 

person, he or she either:  
Å a. Strikes, shoves, kicks, or otherwise touches a person or subjects him or her to physical contact.  
Å b. Directs abusive or obscene language or makes an obscene gesture towards another person.  
Å (2) For purposes of this section, harassment shall include a threat, verbal or nonverbal, made with the intent to 

carry out the threat, that would cause a reasonable person who is the target of the threat to fear for his or her 
safety.  

Å (3) Harassment is a Class C misdemeanor.  
Å (b)(1) HARASSING COMMUNICATIONS.  
Å A person commits the crime of harassing communications if, with intent to harass or alarm another person, he or 

she does any of the following: 
Å  a. Communicates with a person, anonymously or otherwise, by telephone, telegraph, mail, or any other form of 

written or electronic communication, in a manner likely to harass or cause alarm.  
Å b. Makes a telephone call, whether or not a conversation ensues, with no purpose of legitimate communication.  
Å c. Telephones another person and addresses to or about such other person any lewd or obscene words or 

language. Nothing in this section shall apply to legitimate business telephone communications.  
Å (2) Harassing communications is a Class C misdemeanor. (Acts 1977, No. 607, p. 812, §5530; Acts 1978, No. 770, p. 

1110, §1; Acts 1979, No. 79-471, p. 862, §1; Acts 1996, No. 96-767, p. 1353, §1; Acts 1997, No. 97-552, p. 989, §1.) 
-- 
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Because Alabama’s “student harrassment” 
laws fail to apply to CyberBullying, I turned 
to Criminal law 



Alabama Code  
Section 13A-11-8 

Å (b)(1) HARASSING COMMUNICATIONS.  
Å A person commits the crime of harassing communications if, with 

intent to harass or alarm another person, he or she does any of 
the following: 

Å  a. Communicates with a person, anonymously or otherwise, by 
telephone, telegraph, mail, or any other form of written or 
electronic communication, in a manner likely to harass or cause 
alarm.  

Å b. Makes a telephone call, whether or not a conversation ensues, 
with no purpose of legitimate communication.  

Å c. Telephones another person and addresses to or about such other 
person any lewd or obscene words or language. Nothing in this 
section shall apply to legitimate business telephone 
communications.  

Å (2) Harassing communications is a Class C misdemeanor.  
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Cyber Bullying Laws 
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From:  
www.olweus.org/public/bullying_laws.page 



Student Handbook Issue 
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Feb 15 – 
North 
Carolina 
arrests 7 
Cyber Bullies 



45 
Cyberbullying 

© The University of Alabama at Birmingham, 2012 

College Cyber bullying website 



NIOT.org 
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MARCCenter.org 

 

 

 

 

 
http://webhost.bridgew.edu/marc/marc_research.html 

http://webhost.bridgew.edu/marc/downloads edu.html 

(a space between downloads and edu) 
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The Massachusetts Agression Reduction Center  
 
Great resources about cyber bullying, including: 
 “ten things we can do to stop cyberbullying”  
“Administrator’s Guide” 



NetSmartz.org/Educators  page 
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StaySafeOnline.org 
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http://cybersmartcurriculum.org
/cyberbullying/ncsa/ 
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OnGuardOnline.gov 
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                         We Want To Help 
Gary Warner 
Director of Research in Computer Forensics 
A Research Partnership between 
The University of Alabama at Birmingham’s  
      Department of Computer & Information Sciences 
&   Department of Justice Sciences 
gar@uab.edu 
+1.205.422.2113 
 
 
 
 
 
 

Website: 
www.cis.uab.edu/forensics/ 
 
Blog: 
garwarner.blogspot.com 
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THIS PRESENTATION IS AVAILABLE AT: 
 
http:// www.cis.uab.edu/forensics/blog/UAB.Cyberbullying.2012.pdf 

mailto:gar@uab.edu
http://www.cis.uab.edu/forensics/
http://www.cis.uab.edu/forensics/
http://www.garwarner.blogspot.com/

