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A My job

AThe “educate the publ

part of my job
A My childhood
A My kids
A“l come to you as

I (who happens to be a leading authority on
cybercrime)
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CyberbullyincdAgenda

nat iscyberbullyin@
nat enablesyberbullyin@
ny docyberbulliesdo what they do?

nat are the typical objections to addressin
nerbullyinglby parents, kids, educators)?

nat actions can we take?

nat resources are available?
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Cyberbullying

A When a child, preteen, or teen is tormented
harassed, humiliated, embarrassed, or
otherwise targeted by another child, preteen,
or teen using the Internet, interactive and
digital technologies, or mobile phones.

A“Bullying” requires
harassment . “Adul t

serious terms.
http://www.stopcyberbullying.org/what_is_cyberbullying_exactly.html
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StopCyberbullying.org

Join the
Don't Stand By -
Stand Up!

CYberbI,I"ying CarrAinA

Don't be part of the
problem. Be part of
the solution!

what is it? ;. how it works :: why cyberbully? :: prevention :: take action ::

¢ what's the law?
wired
i Please help by taking our survey s E I I i

? 7-10 1113
: 2

contactus :: donate :: volunteer :: media

translations :: prvacy policy :: terms of use

Download the new free Alex Wonder Kids Cyberdetective Agency Game to help stop cyberbullying mm

@ Wiredkids, Inc All rights reserved,
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ParryAftab

A | met ParryAftabin Dallas at theCrimeResearchers
Summit.

AParry hel ped wi tQybethdiee U
Conference and created tH&topCyberbullying
Coalition which includelsacebook AOL, Disney, Girl
Scouts and many others.

A HerWiredSafetyand TeenAngelsvebsites are student
led cyber safety programs.

Any K2dzZNBE fF0SNE L ¢2dz R
meeting with the counselor and resource officer
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Bullies in The Cyber Generation

AWhen | was a boy . . .
--you could GET AWAY from the bully!

-- at the very least you could go home and
close the door!

ANow the bully is on
your c¢omput ehlagebobkgdurs | C
emaill, your MySpace

Cyberbullying
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The Cyber Generation
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AThe average teen ( af
Tel egraph”) spends
with an average of 3 hours working on
homework and an average of 1 hour 40
minutes looking at porn. (Source:
cybersentinel.co.uk via The Telegraph)

Al in 4 “regularly

Cyberbullying
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The Cyber Generation

A Dr. Tanya Byron report on child safety

A* Research i s bepebpemdtng
differently on the internet and caralter their moral
code, In part because of théack of gatekeepersand
the absence in some cases of the visual cues from
othersthat we all use to moderate our interactions
with each other. This is potentially more complex for
children and young people who are still trying to

establish the social rules of the offline wor
the critical evaluation skills to either be ab

d and lac
eto

Interpret incoming information or make ap

judgementsa bout how to behav
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What 1 s “ Ty

A Dr. Elizabeth Englander, Director of the
Massachusett&\gressiorReduction Center
(www.MARCCenter.org)

A Survey of 213 college freshman about high schoc
cyber victimization (Sep 2069Mar 2010)

A All of the charts on the next several pages come
from her excellent report:

A http://webhost.bridgew.edu/marc/Girls and
CyberbullyingA Report.pdf

Cyberbullying
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What 1 s “ Ty

A MESSAGING

I IM, Text, Threats, Rumors, Gossip, False Stories, Li

Stalking, Humiliation, Demeaning Photos
A ONLINE

I Facebook Fake Profiles, Cruel comments, revealing

secrets, Iles false stories, spreading rumors, stalki
reveallng information

A PHOTOS
I Sexting Coercion, Distribution

A ONLINE GAMING
I Threats, Stalking, Bullying, Harassment

g,

Cyberbullying
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Someone created fake profile/webpage...
Someone posted negative photo

Received a threatening text message

Something humiliating/threatening...

Received bullying/threatening instant...
A Harassing or Threatening Comment...
(Stalked) Messaged so manytimes it...

Mean or embarrasing rumor

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

Cyberbullying
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Boys

Girls

Wh at | S

Victimization by Rumors & Lies
(All Methods)

B Mean/Embarrassing Rumors m Lies/False Stories

Cyberbullying
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Wh at | S

Threats & Stalking Victimization

™ Threats via Messaging ™ Electronic Stalking

Boys

Cyberbullying
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What 1 s “ Ty

Facebook/Social Networking Problems

® Harassment/Threat on Facebook Wall
= Lies/False Stories on their own profile

Created fake derogatory profile about you

-- -
-- b

Cyberbullying
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% of girls who have been coerced into
sexting

35%
30%
25%
20%
15%
10%

5%

All Girls Girlswho are Cyber
Victims
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35%

30%

25%

20%

15%

10%

5%

Wh at | S

Bullying by IM in MS vs HS

M Boys M Girls

/

Middle School High School

Cyberbullying
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9.00%

8.00%

7.00%

6.00%

5.00%

4.00%

3.00%

2.00%

1.00%

0.00%

Victims also Victimize

Male Cyber Victims are Cyberbullies too

M boys Hgirls

e

posted harass/threat forwarded nude images of
comment others

Cyberbullying
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25.00%

20.00%

15.00%

10.00%

5.00%

0.00%

Victims also Victimize

Female Victims are Cyberbullies too
B Male M Female

v

L~
|~
L
| | | |
spread rumors mean created mean negative
comments on profile images
Wall

Cyberbullying
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of Alabamg ..
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& 25% of male AND female victims
e victimized others

#4B: What did youdo?

® girl cyberbullies ® boy cyberbullies

sexted others _

fake profile 205

posted threat -
sexted myself -

wrote lies 21%

sent/posted images

spread rumors

Cyberbullying
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25% of male AND female victims
victimized others

#4C: Devices used in cyberbullying

W girl cyberbullies boy cyberbullies

Friends house i 15%
PCs at school .

Cellphones - 6%

Cyberbullying
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Motivations

#4B: Motives for Cyberbullying

® girlcyberbullies ™ boy cyberbullies

S
Peer Pressure

y —

Cyberbullying
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Goal?
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A 44% of girls and 69% of boys victimize others
onl i ne because they]|t

AThat’'s an underl ying
to be addressed.

A 41% of girls and 23% of boys victimize othars
because they are ANGRY?

AThat's also a deficit
addressed.

Cyberbullying
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Committed suicide October 7, 2003 at
age 13 after online bullying. Featured

Il n the PBS story *“G

Parents tell the story here:

http://www.ryanpatrickhalligan.orqg/

Cyberbullying
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Not Funny: Phoebe Prince

9 teens arrested in Phoebe Prince
cyberbullying case

Hanged herself January 14, 2010
at age 15 after three months of
being tormented in person, by
text message, and dyacebook
Primarily Dby “m
started the campaign after
Phoebe dated one of their
boyfriends.

Cyberbullying
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Committed suicide on October 12, 2006 after being
harrasseb n My Space by a sch
Drew.

The mother had created an imaginary love interest f
Megan, Josh Evans. Both the mother, the daughter,
and an employee of the mother (Ashley Grill) used t
account to send cruel messages to Megan.

VIeT™

The mother had created the account to try to prove
Megan was trastialking her daughter Sarah.

Lori was convicted of three misdemeanor charges.

Cyberbullying
© The University of Alabama at Birmingham, 2012
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Committed suicide September 22, 2010 by jumping off the
George Washington Bridge.

Tyl er ' s DharenRaviadndallmateMolly Wei
streamed a video on the internet of Tyler having sex with a
man in his dorm room.

Ravi was charged with 15 counts including bias
intimidation, invasion of privacy, witness tampering, and
evidence tampering on April 20, 2011.

Wei will testify against Ravi and accepted a plea deal
involving counseling and community service.

Cyberbullying
© The University of Alabama at Birmingham, 2012
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cyberbullyin

esearcg
center

home

book

blog

events
research
presentations
publications
resources
videos

share your story
about us
mailing list

| |
Search

What They're Saying...
Check out our book!

Click here to learn more!

identifying the rauses and consequences of cyberbulying

News

wWhat's New at the Cyberbullying Research Center

The Cyberbullying Research Center iz dedicated to providing up-to-date information about the nature, extent, causes, and
consequences of cyberbullying among adolescents.  Cyberbullying can be defined as "willful and repeated harm inflicted through the
uze of computers, cell phones, and other electronic devices."

New Resources! Electronic Dating Yiolence: A Guide for Educators and Parents and Cyberbullying Fact Sheet:
Cyberbullying and Sexual Orientation.

Summary Fact Sheet - Cyberbullying: Identification, Prevention, and Response. If you only have time to read one of our
publications o0 get up-to-speed about the problem and what you can do, read this one!

Become one of their fans and supporters on Facebook! 4nd follow them on Twitter!

rch Center Blog

June 14: Cyberbullying Prevention and Response: Expert Perspectives

Given the prominence of several high-profile incidents in recent months, cyberbullying has been all aver the media. As a result, parents, educators, and ather
youth-serving adults are lacking For infarmation to educate themselves about this problem. Even though cyberbullying may seem Faitly new ta many, a core
group of researchers and Internet safety advocates have been exploring this problem For years and therefore have a unique, empirically infarmed perspective
to offer. Even before much of the recent attention on cyberbullying, Sameer and I came up with the idea to approach these ...

June 7: How young is too young for Facebook?

This is a comman question I receive Ffrom many parents: "at what age should I give my child a cell phane or allow them ko be on Facebaok?" OF course this is nat
an easy question to answer since every child is different and parents themselves are probably in the best position ta determine the most appropriate age. That
zaid, Tusually advise parents ko think about allowing access to certain devices or web environments a little bit earlier than they might think is the right time. The
issue really is that parents need to be the ones who introduce the technology to the child, not the youth's ...

June 1: Formal Rules for Students and their Devices at School

As we continue o work with public and private schoals around the nation, we see much variability in the formal palicies in place related to student-owned
electronic devices and their display and use on campuses. Some schools have simply elected to ban all netbooks, kablets and iPads, laptop computers,
smartphones (e.q., iPhones, Blackberrys, Evos), Mintendo DSis, and other portable electronic devices that are Web-enabled in some capacity. These actions
have |lead to criticism by some parents, who say they need to be able to contact their kids in the case of an emergency - and who don't want ...

Cyberbullying
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Sexual Orientation Is a big

K,

=" determiner in who is victimized

Samoer Hinduja and Justin W. Patchin {2010)

Chart 2: Cyberbullying,
Sexual Orientation, and Gender

45
40 - 5_8.3
. 30.4
30 -
§ - 24.6
r.
§ 2o Pl 1 ] ! S
s
15
10
5 .
0
Hoterosexual muale Heterosexual female Non<heterosexual male Non-heterosexual fomale
{n=2031) (n=1906) (n=127) (n=56)

W | ifetime Victim of Cyberbullying

Cyberbullying Reseach Center
www.cyberbullyingus

Cyberbullying
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Is this a job for schools?

Cr e at ecomdgcivalearning environmerit
a phrase we often hear in education settings.

Let me tell you about my daughter.

Cyberbullying
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What does the public think?

-
e~y

THE RESPONSIBILITY PROJECT" \‘é’\ Liberty

v
exploring what it means to do the right thing = f' Mutual.

Cyberbullying: Who's Responsible”?
71%

think parents
are responsible

for resolving

cyberbullying

Only 0
B ) I n believe school
gggg—_gﬂ think teachers and EEI W DZI authority figures

schools are doing should do
enough to stop ’ more to stop
cyberbullying cyberbullying

http://responsibility-project.libertymutual.com/infographics/rsurveycyberbullyingand-socialmedia

Cyberbullying
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More kids going online

Raising Children in an Online Worlo

The number of parents
that would allow a
10-12 year old
to have a social
media account

doubled

in 2011 compared
to 2010

1/3

of parents monitor
children’s accounts

96%

of parents would not

allow children under

18 to use geolocation
applications, but

76%

of parents would use
geotracking to keep track
of children

http://responsibility-project.libertymutual.com/infographics/rsurveycyberbullyingand-socialmedia

Cyberbullying 32
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Anonymity

Finding #5d: Female cyberbullies like
anonymity & not seeing the face of

their victims

Why choose CYBER bullying?
M Boy Cyberbullies ™ Girl Cyberbullies

joke

it's not bullying
anonymous

do in agroup
don't see victim

9%

bully no matter what

Cyberbullying
© The University of Alabama at Birmingham, 2012
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Challenging Anonymity
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A Education ABOUT TECHNOLOGY can help
challenge anonymity.

A Every time you use your computer, ydér
addressis recorded on the other end.

A It takes a minute or less féiacebooko identify

the “"true user” of ai|p
AY o udevicé fingerprint  uni quel y |i
computer even when yagu
very easy foFacebook o as k “ Who| I

user of this computer

Cyberbullying
© The University of Alabama at Birmingham, 2012
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Family Safety Center

- dacass o proie forms o
w e believe safety is a conversation and a shared responsibility among all of
] o us. That's why we provide the information, toals and resources you'll Find
. here.
ol =] I 148,528 pecple like this. Be the first of your frienck.
l}‘ Acouss my Mands' informtien
Few App Dashboard .

oW
o

Learn about your account settings, safety best
practices and mare,

D

Tools & Resources

The Facebook Community

Dur Philosophy

Each of us plays a role in creating a safe
environment,

Safeby is am ongoing conversation armong
everyone who uses Facebook,

Law Enforcemen t
Learn how Facebook works with
your lacal law enforcement,

Parents Teachers Teens

Learn and teach about how to use  Be smart, Use good judgement
whenever you're online,

Help your teens play it safe on
Facebaoaok, social media wisely,

Facebook Safety Page Facebook Security Page Facebook and Privacy Page
K and 257 & S i an & . Krizst an 5

Cyberbullying

Facebook.com/safety

Fac e bseahty tsam is EXTREMELY
RESPONSIVE to parents, educators, and
law enforcement.

We work with them literally on a daily
basis in my lab at UAB on many cyber
security issues.

But you don’t need

The “REPORT ABUSE"”
well

35
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Encourage our kids to talk

#7A & 7B: Did you report to anyone?

M Boys M Girls
90.00%
20.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
0.00% T T T T T T
X N 5 ~
Q‘b o q\ Q‘;@ .QZ? a\'?“ 0\{}
x© C
L
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But then DO SOMETHING

#7C: Whenyou reported, what did they do?

100.00%

90.00%

B80.00%

70.00%

60.00%

50.00%

40.00%

30.00%

20.00%

10.00%

0.00%

No Action Took Some
Action

Cyberbullying
© The University of Alabama at Birmingham, 2012
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Student Harassment
Prevention Act

ALY 1EfFolYlIX ¢S LI aasSR
t NBOSYyuAz2y ' O0¢ OKI G O
points, but falls short.

A Section 1628B-3 - Definitions.

A (2) HARASSMENT. A continuous pattern of intentional behinzot
takes place on school property, on a school bus, or at a school
sponsored functionncluding, but not limited to, written,
electronic, verbal, or physical acts that are reasonably perceived as
being motivated by any characteristic of a student, or by the
association of a student with an individual who has a particular
characteristic, if the characteristic falls into one of the categorie$ of
personal characteristics contained in the model policy adopted by
the department or by a local board.

Cyberbullying
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“personal char
=" misses the big one: Sexual Orientation

Violence, threats of violence, harassment, and intimidation are prohibited and will
be subject to disciplinary consequences and sanctions if the perpetrator of such
action is found to have based the prohibited action on one or more of the
following personal characteristics of the victim of such conduct:

(13) A procedure for the development of a
nonexhaustivdist of the specific personal
characteristics of a student which may often leac
to harassment. Based upon experience, a local
. board of education may add, but not remove,
o The student’s religion; characteristics from the list. The additional
characteristics or perceived characteristics that
o The student’s national origin. cause harassment shall be identified by the local
_ board on a cas®y-case basis and added to the
¢ The student’s disability. local board policy. The list shall be included in th

o The student’s race;

o The student’s sex;

e

code of conduct policy of each local board.

Cyberbullying
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> Statistics are required

~ https://docs.alsde.edu/documents/70/Harassment Prevention Act Data 2011.pdf

Data iIs ALWAYS good . . .

Statistics for harassment as defined by the Smdent Harzssment Prevention Act could not be separated from the overall School Incident Feport from the 2010-2011 school year. Specific incidents ofa
confinuous pattern of intentional behavior that takes place on school property, on & school bus, or at a school-sponsored function are inchoded m these general categones. Cumently, the oumber of specific
incidents will be reported within these related categories. The 2011-2012 5IF report should allow for the identfication of the specific incidents as defined in the Smdent Harassment Prevention Act.

Student Harassment Prevention Act Data 2011

Threats and Sexual

System School Incident Description Incidents  Fighting Harassment Intimidation #Harassment
Jefferson County 1885 814 115 47
Adamsville Elementary School 18 17 1 o 0
Bagley Junior High School 28 20 7 1 0
Bottenfield Middle School 163 63 a5 4 1
Bragg Middle School 66 30 32 3 1
Brighton Middle School 13 4 9 o 0
Brookville Elementary School 11 4 7 0 0
Bryan Elementary School 10 0 0
Center Point Elementary School 18 5 8 5 o0
Chalkville Elementary School 112 27 B2 0 3
Clay Elementary School 8 1 7 0 0
Clay-Chalkville High School 43 12 21 g 1
Clay-Chalkville Middle School 114 43 53 16 2

Cyberbullying
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Criminal law

o Io To  To I

To o To To T To o

Section 13AL1-8 Harassment or harassing communications.

(a)(1) HARASSMENT. A person commits the crime of harassment if, with intent to harass, annoy, or alarm
person, he or she either:

a. Strikes, shoves, kicks, or otherwise touches a person or subjects him or her to physical contact.
b. Directs abusive or obscene language or makes an obscene gesture towards another person.

hnothe

(2) For purposes of this section, harassment shall include a threat, verbal or nonverbal, made with the inteft to

carry out the threat, that would cause a reasonable person who is the target of the threat to fear for his or her

safety.
(3) Harassment is a Class C misdemeanor.
(b)(1) HARASSING COMMUNICATIONS.

A person commits the crime of harassing communications if, with intent to harass or alarm another person,
she does any of the following:

a. Communicates with a person, anonymously or otherwise, by telephone, telegraph, mail, or any other for
written or electronic communication, in a manner likely to harass or cause alarm.

he or

m of

b. Makes a telephone call, whether or not a conversation ensues, with no purpose of legitimate communication.

c. Telephones another person and addresses to or about such other person any lewd or obscene words or
language. Nothing in this section shall apply to legitimate business telephone communications.

(2) Ha§rassmg communications is a Class C misdemeanor. (Acts 1977, No. 608553 Z\cts 1978, No. 7§70 f
1110 1; Acts 1979, No. T =~ " 7777 T T No. 9852, p. 98981
‘Because Al abhlamaasment “ st u’ en%

laws fail to apply ta&CyberBullyingl turned
to Criminal law

Cyberbullying
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Alabama Code
Section 13A11-8

A (b)(1))HARASSING COMMUNICATIONS

A A person commits the crime of harassing communicationsitif,
Intent to harass or alarm another persqgrhe or she does any of
the following:

A a.Communicates with a persgranonymously or otherwiséy
telephone, telegraph, mail, or any other form wifritten or
electronic communlcatlonln a manner likely to harass or cause
alarm.

A b. Makes a telephone call, whether or not a conversation ensues,
with no purpose of legitimate communication.

A c. Telephones another person and addresses to or about such dthe
person any lewd or obscene words or language. Nothing in this
section shall apply to legitimate business telephone
communications.

A (2) Harassing communications is a Class C misdemeanor.

< Y
0 o
MPUrER FORE"

Cyberbullying
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Cyber Bullying Laws

ﬂnﬂgﬂ
L

- (.8
.'.- ‘ Click to view states
_ with laws addressing:
From: i t

| bullying or harassment
www.olweus.org/public/bullying_laws.page

B cyber bullying

| | B hazing

Cyberbullying
© The University of Alabama at Birmingham, 2012

43



Feb 15-
North
Carolina
arrests 7
Cyber Bullies

Another teen charged as cyberbullying investigation
continues

2012-02-15 15:48:39

\jﬂ_ﬁ Another teen was charged with cyber bullying Tuesday, adding a seventh
) member to Thursday's group of teens charged with bullying juveniles on
social networking sites.

On Thursday, the Alamance County Sheriff's Office i1ssued a news
release stating four teens had been charged with cyber bullying, a fifth
had been served a criminal summons and investigators were seeking a
petition against a sixth person, who is a juvenile.

Tuesday's arrest of Rodney Kyle Vinson, 17, of Rogers Road, Graham, brought that number to seven, but
there still may be more teens involved in the cases, said Sheriff's Office spokesman Randy Jones. “(Vinson)
was one of the pending arrests that they indicated in the release,” Jones said Wednesday. “That's all
intertwined.”

According to last week's released, the charges originated from three separate events related to three juvenile
victims. “These have been a series of ongoing and overlapping investigations,” said Jones.

In November, one of the juvenile's mothers contacted the Alamance County Sheriff's Office to report that her
13-year-old daughter was being cyber bullied, according to a warrant obtained Feb. 6 to search Facebook
accounts and to trace Internet Protocol addresses.

According to search warrants, someone allegedly created an Instagram account, which is an iPhone
application used for sharing photos with others, in the victim's name and used photos taken from her
Facebook page to do it.

Afake Facebook page also was allegedly created using the victim's name. There was a photo of the victim in
a “bra and panties” posted on the fake Facebook page, according to the search warrant.

On Thursday, the Sheriff's Office charged Robert Bishop, 16, of Walking Stick Lane, Liberty; Ed Wayne Hall,
16, of Nature Lane, Haw River; and Kirsten Taylor Florence, 16, of N.C. 87 South, Graham, with one count
each of cyber bullying. Joshua Shane Allen, 17, of Culberson Lane, Haw River, was charged with two counts
of cyber bullying. Casey Nan Loy, 18, of Greensboro-Chapel Hill Road, Graham, was served with a criminal
summons charging Loy with one count of cyber bullying.



College Cyber bullying website

Mt Clear College launches cyber-bullying policy

B%" MEELIMA CHOAHAN

15 Feb, 2012 10:5
Ly = A+ A-

STUDENTS at Mount Clear College are a little safer after the launch of a cyber-
bullying policy yesterday.

The program included a role playing performance by Ballarat City Council youth
senvices group £aque and talks by Ballarat police education officer Leading
Constable Des Hudson.

Faque facilitator Lorenne Ramanauskas said the performance focused an teaching
the students on how people bully.

“We looked at back stabbing, spreading rumaours and cyber bullying,” Ms
Famanauskas said.

“When you use humaour they respond better and are more receptive (to serious
issues)”

Mount Clear College students Menna McAlpin, Georgina
Morelli and Slade Edwards with Ballarat police education
officer Leading Constable Des Hudson at the launch of the

college’s cyber-bullying program. Year 10 student, Menna McAlpin, 15, said seeing the bullying scenarios being acted
out made it clearer.

Students Slade Edwards, 15, year 9, and Georgina Morelli | 12, year 8, said the
program helped them learn the right people to talk to in case of being bullied.

Maount Clear College principal Linda Flynn said yesterday's program was the firstin
the series of steps to be carried out throughout the year towards making students,
parents and teachers mare aware of bullying.

“This is the first part of a rollout of education program which ensures that students
from year 7 to 12 understand what constitutes bullying,” Ms Flynn said.

“And that they have a clear understanding of the process to address any student who
undertakes any bullying.”

Cyberbullying
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NIOT.org

8 - - S
noT OB PR 150 6 K0RY

Tow" Wor \cu\g Together for sSafe, lv\c\uswe Communities.
@TIT): ABOUT : BLOG : GROUPS : LOCALLESSONS : NOTIN OUR SCHOOL : VIDEOS :

CUNTR|BUTE Donate today>

NOT IN OUR TOWN

highlights communities

‘—

; .:':r.: Elass Actmns

Natlonal Broadcast Premiere,

working together

to stop hate.

Leavn wove >

CONNECT: £ & ab

" NOT N OUR SCHOOL

Not in our School (NIOS)
highlights hew ways to make

‘Gﬁ S @mpy ¢ 08

INVOLVED FIND ~ ACT  WATCH LEARN  TEACH
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MARCCenter.org

The Massachusett&gressiorReduction Center
\\\\\\IW//

~m Massachusetts

Great resources about cyber bullying, including: MARC

a8 Aridgevvter Seie Colege

onding,to Cyberbullying

N A d ml n | S t I a.t O I ’ S G u ilr:\‘:aenaAnAdministrator’s

Guide'

Massachusetts Aggression Reduction Center
Bridgewater State College
Elizabeth K. Englander, Ph.D., Director

http://webhost.bridgew.edu/marc/marc_research.html o
http://webhost.bridgew.edu/marc/downloads edu.html =~
(a space between downloads ardu)

Cyberbullying
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b_] http: /fwww.netsmartz.org/Educators 8 -

RAFT - Services - | REKRONNS ginco.boc 5000 Rank: 681245 Site Report M= [US] Limelight Networks, Inc.

NATIONAL MissingKids.com AboutUs Donate NetSmartzKids.org NSTeens.org
CENTER FOR

MISSING &:
EXPLOITED

CHILDREN

A PROGRAM OF THE
NATIONAL CENTER FOR MISSING & EXPLOITED CHILDREN'

© Parents &
~ Guardians

Educators

Cyberbullying
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StaySafeOnline.org

i - G| |*§- facebook

| aBoutus | BLOG | NEWS &
\
2\ Sta
National Cyber Security Alliance
FOR HIGHER TOOLS AND
IN THE HOME IN THE CLASSROOM EDUCATION FOR BUSINESS RESOURCES

NATIONAL CYBER SECURITY ALLIANCE BLOG FEATURED CONTENT WHAT'S NEV

For Administrators

Social Networking and Cyberbullying: _— (STAT
You Can Keep Your Kids Safe administrator, learn how you | g2fff,

|A

cyber e 5 R4

Cyberbullying
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http://cybersmartcurriculum.org
[cyberbullying/ncsa/

StaySafeOnline Home

common)sense

media Learn more abnut Cnmmnn Sense M.edms Educatlnn Prngrams >

CISTAYSAFEONLINE.org ~ CYberbullying Package

Mational Cyber Security Alliance

Cyberbullying Package

Components and Features Grades Lesson Title Lesson Overview (W
Lesson Plans and Student 2-3 Everyone Wants Students examine face-to-face bullying behaviars and E =]
Activity Sheets Friends "e identify why these behaviors create problems. They

Home Connection rale-play ta find ways ta resalve the problem and create

Prevention Activities for School, a poster of “No Bullying” rules.

Families, and Community 2-3 Is That Fair? =" Students learn that bullying behawiors may take place 29

Web 2.0 Tools when they are online. They brainstorm slogans ta
rernind one another that they can get help from a
trusted adult,

Standards alignment

Your Feedhack,

4-5 The Power of Students consider that while they are enjoying their 29
Wwiords Me favorite children's Web sites, they may encounter
messages from other children that can make them feel
angny, hurt, sad, or fearful. They explore ways to handle
a particular cyberbullying situation, learn some basic
prevention rules, and propose actions to take to calm
down when anline language makes therm angry.

Cyberbullying
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OnGuardOnline.gov

B http:/Awwew . onguardonline.gov/ g - C‘:

- ~ it AN
(4 - facebook parents Pl
8

i | DiskRating cince: Nov 2005 Rank: 57737 Site Report B [US] NTT America, Inc.

File a Complaint  EN ESPANOL

® STOP.
on I l ne 'IC'HUICI:(K._ TOPICS GAMES VIDEOS TOOLS ABOUTUS

|

OnGuardOnline.gov TOPICS

provides practical tips from the
federal government and the
technology industry to help
you be on guard against
Internet fraud, secure your
computer, and protect your
personal information.

Learn Experts' Top Tips Test your Cyber Smarts
for Computer Security with Interactive Quizzes

Hacked Off About the Net Cetera
PlayStation Hack? Kids have many ways of

Take steps to avoid something socializing online, butthey come
warse: identity theft. with certain risks. These tips

help parents talk to kids about
being online.

Cyberbullying
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VIDEOS

Watch Videos about
Online Safety

Heads Up

Heads Up: Stop. Think. Click.
helps kids learn why and how to
stay safe online.
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We Want To Help

Gary Warner

Director of Research in Computer Forensics

A Research Partnership between

The University of Al abama
Department of Computer & Information Sciences

& Department of Justice Sciences

gar@uab.edu

+1.205.422.2113

Website:

www.clis.uab.edu/forensics/

Blog:
garwarner.blogspot.com

THIS PRESENTATION IS AVAILABLE AT:

http:// www.cis.uab.edu/forensics/blog/UAB.Cyberbullying.2012.pdf

Cyberbullying
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